2/4 



200 



210 



230 



1 



Save to 
Authentication 
Number Database 



r 



Receiver Activation 



L 



220 



Generate Random 
Authentication 
Number 




Send to 
Key Server 



■250 



Encrypt 
Authentication 
Number Using 
Public Key 



260 



Send to Receiver 



FIG. 2 



3/4 



300- 



340 



A. 



Generate Unique 
Offer ID 



r310 

*> ' > 

Receive Order 

From Client 




ir "^s^Yes 
ID Exists ? 



350 



Send Offer ID/Product 
Information To Receiver 





i r330 




Resolve Offer 
ID Collision 




370 




Exit ! 



Receiver Crypto-chip Hashes 
Offer ID Using 
Authentication Number 



Take First 6 Digits Of The 
Hashed Result As Coupon ID 



-380 



FIG. 3 



4/4 



r410 

( > l 

Receiver owner submits 

coupon ID, serial number 
and offer ID to Vendor 





r420 




Vendor access CGI 
at PTVS Center 






, r4S0 




PTVS Center uses 
public key to find 
authentication number 






r440 


PTVS Center calculates 
coupon ID using 

authentication number 
and offer ID 




j-480 




Verify presented 
coupon ID with 
hashed result 





FIG. 4 



